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1. Understanding Asset Freezes in EU Sanctions Law 

Asset freezes are a central tool in the EU’s foreign policy response, particularly during 

emerging crises. These targeted financial sanctions apply to individuals and entities 

listed in EU sanctions regulations (designated persons, “DPs”) and are designed to 

restrict access to both funds and economic resources. The prohibition extends beyond 

direct transactions to include indirect access through entities controlled by DPs. Often, 

asset freezes and travel bans are deployed early in the EU’s sanctions strategy, before 

the EU escalates to broader trade or sectoral restrictions.1 

This approach reflects the EU’s commitment to “smart sanctions,” a concept it 

formally embraced in the 2004 Basic Principles2 and reaffirmed in the 2018 Guidelines 

on implementation and evaluation of restrictive measures (sanctions) (“EU Sanctions 

Guidelines”).3 Rather than blanket embargoes, smart sanctions aim to focus pressure 

on key actors responsible for objectionable policies, while reducing unintended 

humanitarian impact. Over time, these targeted measures have become a defining 

feature of the EU’s external action. 

The Russia sanctions regime illustrates this evolution. Since the 2022 invasion of 

Ukraine, the EU has adopted 19 sanctions packages targeting approximately 2,700 

individuals and entities. A particularly impactful listing criterion under Regulation (EU) 

No 269/2014 (“Regulation 269”) is Article 3(1)(g), which allows the listing of “leading 

businesspersons” operating in economic sectors that generate substantial revenue for 

the Russian Government.  As confirmed by the General Court of the EU, these listings 

do not require proof of ties to Kremlin decision-making:4 the goal is to apply pressure 

on Moscow by targeting economically influential individuals whose support is seen as 

vital to the regime.5 

2. Extending EU Asset Freezes Through Ownership and Control 

EU sanctions law imposes three key obligations in an asset freeze context: a) freezing 

the assets of DPs; b) prohibiting the making of funds or economic resources available 

 
1 C. Portela, Sanctions, Conflict and Democratic Backsliding – A User’s Manual, p. 2-3.   
2 Council of the EU (Secretariat), Basic Principles on the Use of Restrictive Measures (Sanctions), 7 June 2004, 
10198/1/04 REV 1, PESC 450, p. 3. 
3 Council of the EU (General Secretariat), Guidelines on implementation and evaluation of restrictive measures 
(sanctions) in the framework of the EU Common Foreign and Security Policy – update, 4 May 2018, 5664/18, para. 
13 (available at: https://data.consilium.europa.eu/doc/document/ST-5664-2018-INIT/en/pdf) 
4 General Court, Judgment of 15 November 2023 in case OT v Council, EU:T:2023:716, paras 46, 138, 145, 174, and 
209. 
5 See also the evidence given by Mr Michael Bishop, Senior Legal Adviser, EU Council Legal Service, in House of 
Lords (European Union Committee), The legality of EU sanctions, 11th Report of Session 2016–17, HL Paper 102 
(2016-17), para 42 (available at: https://publications.parliament.uk/pa/ld201617/ldselect/ldeucom/102/102.pdf) 

https://data.consilium.europa.eu/doc/document/ST-5664-2018-INIT/en/pdf
https://publications.parliament.uk/pa/ld201617/ldselect/ldeucom/102/102.pdf
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to them or for their benefit, either directly or indirectly;6 and c) refraining from 

participation in activities the object or effect of which is to circumvent the obligations 

above.7 These obligations apply automatically, but they are subject to narrowly defined 

exemptions and, where appropriate, to derogations upon authorisation, including for 

humanitarian purposes and other legitimate grounds provided under EU sanctions law. 

These asset freeze obligations also extend to entities that are not listed themselves 

but are owned or controlled by DPs.8 This ensures that sanctions cannot be 

circumvented via intermediaries or complex corporate structures. 

Ownership is assessed on a relatively straightforward basis: if a DP possesses 50% or 

more of the proprietary rights or holds a majority interest in a non-listed entity, that 

entity is presumed to be owned by the DP in question and therefore subject to the 

latter’s asset freeze.9 Aggregated ownership by multiple DPs is also considered.10 In 

such cases, the freeze applies automatically and in full. 

The control test under EU sanctions law, on the other hand, is intentionally broad but 

highly fact-specific. Control is deemed to exist where a person is “able to and effectively 

asserts a decisive influence over the conduct”11 of a non-listed entity. This definition, 

which is also reflected in the CJEU case law,12 highlights that control can arise from 

practical influence, not only formal legal rights. 

Regulation 269,13 the EU Sanctions Guidelines14 and the Best Practices15 provide a 

non-exhaustive list of indicative criteria to assess whether such control exists. These 

include appointment rights, the ability to use the entity’s assets, consolidated financial 

management, shared financial liabilities, as well as dominant influence, whether in law 

(e.g., via agreements or corporate documents) or in fact. If any of these criteria are 

met, the non-listed entity is presumed to be controlled – unless this can be rebutted 

on a case-by-case basis, with concrete evidence.16 

 
6 See, for example, Article 2 of Regulation 269.  
7 See, for example, Article 9(1) of Regulation 269. 
8 EU Sanctions Guidelines, para. 55(d).  
9 Article 1(i) of Regulation 269; see also Council of the EU (General Secretariat), Update of the EU Best Practices for 
the effective implementation of restrictive measures, 3 July 2024, 11623/24 (“EU Best Practices”), para. 63 
(available at: https://data.consilium.europa.eu/doc/document/ST-11623-2024-INIT/en/pdf) 
10 Ibid.   
11 Commission FAQs on EU restrictive measures in Syria, 1 September 2017, FAQ 9 (available at: 
https://finance.ec.europa.eu/document/download/1840d8cd-82be-40a6-a093-f71aa439e1ef_en) 
12 Court of Justice (Grand Chamber), Judgment of 10 September 2019 in case C-123/18 P, HTTS Hanseatic Trade 
Trust & Shipping, EU:C:2019:694, para.75.  
13 Article 1(j) of Regulation 269.  
14 EU Sanctions Guidelines, para. 55b.  
15 EU Best Practices, para. 64.  
16 EU Sanctions Guidelines, para. 55c; EU Best Practices, para. 65.  

https://data.consilium.europa.eu/doc/document/ST-11623-2024-INIT/en/pdf
https://finance.ec.europa.eu/document/download/1840d8cd-82be-40a6-a093-f71aa439e1ef_en
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Crucially, effective control – not mere association – is the threshold for extending 

asset freezes. What matters is whether a DP can lawfully dispose of or benefit from 

the entity’s assets in practice. This legal position has been confirmed by the General 

Court, including in Mazepin v Council, where the Court clarified that a mere link between 

a DP and a company is not sufficient to extend the DP’s asset freeze to that company.17 

In other words, a company in a multilevel corporate structure is subject to an asset 

freeze if it is demonstrably controlled by a DP, by whatever means – not by mere 

association or presumed or suspected influence. The overarching principle is to 

prevent DPs from accessing economic resources through proxies, without 

undermining the legal integrity of targeted, “smart” sanctions. 

3. Rebutting Control 

Under EU sanctions law, once a DP is found to own or control a non-listed entity, the 

asset freeze is presumed to apply to that entity as well. However, this presumption is 

rebuttable: a transaction involving such an entity may still be allowed if it can be 

reasonably established that the DP will not benefit from the funds or economic 

resources in question.18 This determination is made on a case-by-case basis using a 

risk-based approach, taking into account the specific circumstances of the transaction 

and the relationship between the parties.19  

The EU Sanctions Guidelines and Best Practices outline several indicative factors to 

assess this, including the nature of the contractual relationship, the relevance of the 

entity’s sector to the DP, as well as the practical utility of the funds or economic 

resources involved  for the DP and the ease with which they could be transferred or 

diverted.20 Crucially, the mere fact that a non-listed entity might generate profits for a 

shareholder who is a DP does not automatically trigger an asset freeze.21 

4. The Role of Firewalls in EU Sanctions Compliance 

To address the challenges that arise when a DP is found to own or control a non-listed 

EU entity, the European Commission (“Commission”) issued a dedicated Guidance 

Note on the implementation of firewalls (“Firewall Guidance”) on 29 November 2023.22 

 
17 General Court, Judgment of 3 July 2024 in case T-742/22, Dmitry Arkadievich Mazepin v Council of the European 
Union, EU:T:2024:433, para. 224.  
18 EU Sanctions Guidelines, para. 55(d); EU Best Practices, para. 68. 
19 EU Sanctions Guidelines, para. 55(d); EU Best Practices, para. 68.   
20 EU Sanctions Guidelines, para. 55(d); EU Best Practices, para. 68. 
21 EU Sanctions Guidelines, para. 55(d); EU Best Practices, para. 69.  
22 EU Commission – DG FISMA, Guidance Note – Implementation of Firewalls in cases of EU entities owned or 
controlled by a designated person or entity, 29 November 2023 (available at: 
https://finance.ec.europa.eu/publications/guidance-firewalls_en)  

https://finance.ec.europa.eu/publications/guidance-firewalls_en
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The note provides practical criteria for recognising when appropriate safeguards – 

referred to as  “firewalls” – can rebut the presumption of control and allow the non-

listed entity to continue operating lawfully within the EU market. As explained in the 

Firewall Guidance, a properly implemented firewall aims to sever any practical or legal 

link between a DP and the non-listed entity’s operations or resources.23 This means 

that these firewalls must ultimately remove the structural links arising from the DP’s 

ownership or control, ensuring that the entity can operate independently for sanctions 

purposes.24 

The Firewall Guidance was developed in response to the particular complexity of 

applying asset freezes in cases where a non-listed entity plays a significant role in the 

EU economy, especially in sensitive or “essential” sectors such as fertilisers, food 

production, pharmaceuticals, chemicals, water management and sanitation, or nuclear 

power. In such cases, a long-term freeze on the entity’s assets could jeopardise not 

only its operational viability, but also disrupt supply chains, affect employment, and 

impair economic resilience. Firewalls, therefore, enable these companies to continue 

operating lawfully without conferring any benefit on the DP.25   

The Firewall Guidance recognises two main models for firewalls. The first is a 

legislative model, allowing Member States to intervene directly in the governance of a 

non-listed entity owned or controlled by a DP. Member States may pass specific laws 

allowing their national competent authorities (“NCAs”) to appoint an independent 

temporary administrator/supervisor to oversee such entities and ensure sanctions 

compliance. This administrator must be fully independent and take all actions 

necessary to ensure the proper implementation of EU sanctions. These include 

preventing any direct or indirect benefit to the DP and submitting regular reports to the 

NCA on the operation of the firewall.26 

The second and more flexible model is an operator-initiated firewall, established 

voluntarily by the entity itself. To be effective, such a firewall must comply with strict 

independence and compliance standards. Key elements of this model include:27 (a) 

full removal of the DP owning or controlling the entity from any position of influence 

or benefit; (b) structural safeguards such as changes in corporate governance, with 

documentary evidence (e.g., amended bylaws and Board minutes attesting to 

management changes); (c) an external audit to assess and confirm the effectiveness 

 
23 Firewall Guidance, p. 2-3. 
24 Firewall Guidance, p. 4. 
25 Firewall Guidance, p. 2-3. 
26 Firewall Guidance, p. 3-4.  
27 These elements are discussed in the Firewall Guidance, p. 4-5.  
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of the firewall. This audit must be conducted by an independent, qualified professional, 

distinct from the entity’s statutory auditor; (d) written assurances from senior 

management – particularly the CEO – accepting responsibility for the effectiveness of 

the firewall; and (e) optional third-party supervision to provide additional oversight. 

These elements ensure that the firewall is credible, transparent, and enforceable. 

Once implemented, the firewall must be formally recognised by the NCA of the 

Member State where the entity is established; this NCA is typically the authority 

responsible for the implementation of asset‑freeze measures. The recognition process 

includes verifying audit documentation, written assurances, and alignment with the 

Firewall Guidance, in letter and spirit. Upon successful verification, the NCA issues a 

written confirmation that can be presented to financial institutions and business 

partners, enabling the entity to regain access to frozen assets and resume normal 

operations.  

In other words, from that moment, the entity is no longer subject to asset-freeze 

measures. Therefore, there is no obligation to maintain the freezing of the entity’s 

assets or to refrain from making funds or economic resources available to such 

entity.28 

Once the relevant firewalls are in place – including NCA‑supervised monitoring of 

transactions with non‑EU related and unrelated entities – transactions by firewalled 

entities involving goods procured from non‑EU subsidiaries or unrelated non‑EU 

entities fall within the scope of the firewalls and remain permissible under EU 

asset‑freeze rules. Consequently, transactions between EU counterparties and 

firewalled entities relating to goods procured from entities outside the EU cannot in 

themselves amount to a violation of EU asset-freeze measures under these 

circumstances, even where such non-EU entities are not expressly covered by the 

firewalls. This conclusion follows from a straightforward reading of the Firewall 

Guidance.29 

If the firewall is found to be ineffective, however, the presumption of control stands, 

and the entity remains fully subject to sanctions.30 Moreover, in the event of non-

compliance with firewall commitments, both the entity and the individuals involved 

may be held legally accountable under the national law applicable to violations of EU 

sanctions.31 

 
28 Firewall Guidance, p. 5.  
29 Firewall Guidance, p. 5. 
30 Firewall Guidance, p. 6-7. 
31 Firewall Guidance, p. 5.  
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Cross-border recognition of firewalls is critical to ensuring a coherent EU-wide 

approach. A DP may control entities in multiple Member States, or a controlled entity 

may itself own or control subsidiaries across different countries. If some Member 

States recognise a firewall while others do not, this risks fragmentation and 

operational disruption – especially where intra-group services (like IT, compliance or 

finance) are centralised. The Firewall Guidance encourages Member States to 

coordinate on firewall assessments, share audit findings, and accept each other’s 

recognition decisions, provided the criteria of the Guidance are met. At the same time, 

publicly available examples of such cross‑border cooperation appear to be extremely 

limited: we have not identified other reported cases besides the one discussed in 

Section 5 below. As a result, it remains premature to assess how effectively such 

coordination operates in practice, even though the Firewall Guidance clearly 

encourages it. 

In cross-border cases, the lead NCA should be the one in the Member State of 

incorporation.32 The Firewall Guidance also makes it clear that NCAs should recognise 

audits that have been assessed and monitored by other Member States’ NCAs or by 

non-EU countries applying similar measures.33 

Finally, the EU’s approach has also influenced international partners. Notably, 

Switzerland’s sanctions authority, the Swiss State Secretariat for Economic Affairs 

(“SECO”), has adopted a similar firewall concept, allowing ring-fencing measures for 

entities in essential sectors – specifically, fertilisers, food production, 

pharmaceuticals, chemicals, water management and sanitation, and nuclear energy.34  

SECO applies criteria that are expressly aligned with the Firewall Guidance, particularly 

the operator-initiated firewall model. Like the EU, SECO requires structural separation 

and assesses compliance on a case-by-case basis. This convergence underscores the 

importance of firewalls not only as a compliance tool but as a mechanism to safeguard 

economic resilience in the face of far-reaching asset freezes.35 

5. A successful implementation of firewalls on the basis of recent case law: the 

example of EuroChem Group AG  

The following section explores an example of the successful implementation of 

corporate safeguards, as recently recognised by the UK High Court in a case 

 
32 Firewall Guidance, p. 5-7.  
33 Firewall Guidance, p. 5, 7, and 10.  
34 SECO, Aide à l’interprétation des sanctions, 22 May 2025, p. 7.  
35 SECO, Aide à l’interprétation des sanctions, 22 May 2025, p. 7 (available at:  
https://www.seco.admin.ch/seco/fr/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaf
tsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos/sanktionsmassnahmen.html) 

https://www.seco.admin.ch/seco/fr/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos/sanktionsmassnahmen.html
https://www.seco.admin.ch/seco/fr/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/sanktionen-embargos/sanktionsmassnahmen.html
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concerning the EuroChem Group (“EuroChem”) and its parent entity, EuroChem Group 

AG.36 EuroChem is a Swiss-headquartered fertiliser manufacturer with a global 

footprint. Founded in 2001, it is now one of the largest fertiliser manufacturers in the 

world. EuroChem produces phosphate, potash, and nitrogen fertilisers, animal feeds, 

various industrial chemicals, and raw materials. 

The company operates manufacturing, logistics, and distribution facilities in a number 

of countries, including Belgium, Germany, Lithuania, Brazil, China, Kazakhstan, Estonia, 

and the United States. In addition to its EU presence – notably its fertiliser production 

plants in Belgium and Lithuania – the group also maintains subsidiaries and mining 

activities in Russia.  

As a major global fertiliser producer, EuroChem operates squarely within a sector 

where the establishment of firewalls is strongly supported, as seen in the Firewall 

Guidance discussed above.  

5.1. The EU asset freeze on Mr and Mrs Melnichenko  

EuroChem itself is not under an asset freeze, whether in the EU, Switzerland, the U.S., 

or the UK. However, its founder, Andrey Melnichenko, is sanctioned in the EU, having 

been included in Annex I of Regulation 269 on 9 March 2022. Mr Melnichenko was 

listed based on the “leading businessperson” criterion. As indicated in the statement 

of reasons in Annex I, Mr Melnichenko “is a leading businessperson as well as a 

businessperson involved in economic sectors providing a substantial source of revenue 

to the Government of Russia, which is responsible for the annexation of Crimea and the 

destabilisation of Ukraine”. 37 

On 8 March 2022, Mr Melnichenko withdrew as the beneficiary of the Firstline Trust, 

through which EuroChem Group AG is indirectly owned. The following day, he resigned 

as a non-executive director of the EuroChem Group AG Board. In so doing, 

Mr Melnichenko cited the need to “ensure EuroChem is able to continue providing 

millions of people around the world with nutrients for agriculture, helping to underpin 

global food security”.38 The effect of Mr Melnichenko’s retirement was that Aleksandra 

 
36 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm) 
37 The statement of reasons for Mr Melnichenko was updated on 15 March 2025; the previous version of 9 March 
2022 did not materially differ from the current one as regards the excerpt cited here.  
38 EuroChem Group, “Andrey Melnichenko resigns from EuroChem Board of Directors and withdraws as main 
beneficiary - EuroChem Group”, 10 March 2022, (available at:  https://www.eurochemgroup.com/media-
announcements/andrey-melnichenko-resigns-from-eurochem-board-of-directors-and-withdraws-as-main-
beneficiary/#:~:text=Zug%2C%20Switzerland%2C%20March%2010%2C%202022%20%E2%80%93%20EuroChem%
20Group,the%20Board%20of%20Directors%20effective%20March%209%2C%202022). 

https://www.eurochemgroup.com/media-announcements/andrey-melnichenko-resigns-from-eurochem-board-of-directors-and-withdraws-as-main-beneficiary/#:~:text=Zug%2C%20Switzerland%2C%20March%2010%2C%202022%20%E2%80%93%20EuroChem%20Group,the%20Board%20of%20Directors%20effective%20March%209%2C%202022
https://www.eurochemgroup.com/media-announcements/andrey-melnichenko-resigns-from-eurochem-board-of-directors-and-withdraws-as-main-beneficiary/#:~:text=Zug%2C%20Switzerland%2C%20March%2010%2C%202022%20%E2%80%93%20EuroChem%20Group,the%20Board%20of%20Directors%20effective%20March%209%2C%202022
https://www.eurochemgroup.com/media-announcements/andrey-melnichenko-resigns-from-eurochem-board-of-directors-and-withdraws-as-main-beneficiary/#:~:text=Zug%2C%20Switzerland%2C%20March%2010%2C%202022%20%E2%80%93%20EuroChem%20Group,the%20Board%20of%20Directors%20effective%20March%209%2C%202022
https://www.eurochemgroup.com/media-announcements/andrey-melnichenko-resigns-from-eurochem-board-of-directors-and-withdraws-as-main-beneficiary/#:~:text=Zug%2C%20Switzerland%2C%20March%2010%2C%202022%20%E2%80%93%20EuroChem%20Group,the%20Board%20of%20Directors%20effective%20March%209%2C%202022


 

 

 

 

11 

 

Melnichenko, his wife, automatically became the discretionary beneficiary of the trust 

in question, as also found by the UK High Court.39   

Subsequently, on 3 June 2022, Mrs Melnichenko was herself added to Annex I of 

Regulation 269. The statement of reasons noted Mr Melnichenko’s transfer of “his 

effective ownership and benefit of the major fertiliser producer EuroChem Group” to his 

wife and explained that Mrs Melnichenko is “an immediate family member benefitting 

from her husband Andrey Melnichenko and linked to him by common financial interests”. 

These designations have been challenged by Mr and Mrs Melnichenko before the 

General Court of the EU, unsuccessfully.40 The General Court judgments have been 

appealed, but no decisions have been issued yet.41  

5.2. The UK High Court judgment and the discussion of EuroChem Group AG’s 

firewalls 

The question of EuroChem’s ownership, control, and the effectiveness of its corporate 

firewalls came before the UK High Court, in a judgment issued on 31 July 2025.  

At the heart of the case were bonds issued by various EU banks in favour of a Russian 

EuroChem subsidiary as a beneficiary, in connection with the construction of a new 

plant. The subsidiary in question had made demands for payment under the bonds, but 

the banks had declined to pay, on the basis that doing so would be illegal because of 

the EU asset freeze on Mr and Mrs Melnichenko. Subsequently, the Russian subsidiary 

assigned the proceeds of the bonds to EuroChem Group AG, the group’s Swiss parent 

entity.  

Mr Justice Bright of the UK High Court therefore needed to decide whether EuroChem 

Group AG or the Russian subsidiary that was the beneficiary of the bonds is owned or 

controlled by Mr or Mrs Melnichenko for the purposes of Regulation 269.42 If that were 

the case, then payment under the bonds would be prohibited under EU sanctions, 

because it would make funds or economic resources available to Mr or Mrs 

Melnichenko. 

Mr Justice Bright first examined the issue of ownership and concluded that the 

evidence pointed to Mr Melnichenko’s continued ownership of Firstline Trust and its 

 
39 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 112.  
40General Court, Judgment of 22 January 2025 in case T-271/22, Melnichenko v Council, EU:T:2025:47; General 
Court, Judgment of 26 February 2025 in case T-498/22, Aleksandra Melnichenko v Council of the European Union, 
EU:T:2025:180.  
41 Court of Justice, pending cases C-270/25 P, Melnichenko v Council, and C-333/25 P, Melnichenko v Council.  
42 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 6.  
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assets, including EuroChem Group AG, for the purposes of Articles 2(1) and 2(2) of 

Regulation 269.43 A detailed discussion of this point lies beyond the scope of this note. 

Mr Justice Bright found the presumption that any funds or economic resources made 

available to non-listed EuroChem Group AG will be used by or for the benefit of 

designated Mr or Mrs Melnichenko is rebutted here, because of the effective firewalls 

implemented by EuroChem Group AG.44  

As set out by Mr Justice Bright, “at every level within Switzerland and the EU, Board 

members and senior executives have signed written commitments that they have not 

entered into any agreement or other arrangement, legal or factual, that would allow Mr 

or Mrs Melnichenko to assert any influence over the conduct of EuroChem Group 

AG”.45 

Furthermore, Mr Justice Bright highlighted that the EuroChem group as a whole has 

adopted a series of compliance policies which require every subsidiary of EuroChem 

Group AG to comply with applicable sanctions.46 EuroChem Group AG also engaged a 

French audit and regulatory services provider, Advolis SAS (“Advolis”). Advolis has 

conducted audits of EuroChem Group AG and all its EU subsidiaries, to check for 

compliance by those companies with the EU sanctions regime, including the 

prohibition on making funds or economic resources available to or for the benefit of 

Mr and Mrs Melnichenko. Advolis issued a series of reports, each confirming that 

EuroChem Group AG and its EU subsidiaries have complied with sanctions and have 

not made any funds or other economic resources available to any DP.47  

Mr Justice Bright also discussed the role of NCAs. He stressed that the decisions of 

NCAs are determinative regarding whether:  

• specific assets, or assets of a specific entity, are frozen;  

• a specific entity is owned or controlled by a DP; or 

• a firewall complies with the relevant criteria set out in the Firewall Guidance and 

should be recognized.48  

Based on the findings of the NCAs as well as on his own assessment,49 Mr Justice 

Bright found that “Mr Melnichenko does not have control of EuroChem Group AG, 

 
43 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), paras 99-204.  
44 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), paras 258 and 
304-305.  
45 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 140.  
46 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 141.  
47 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 142.  
 
49 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 408.  
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because of the firewall”.50 As explained in the Firewall Guidance51 and noted above, 

once the firewalls are effectively implemented in accordance with the requirements of 

the relevant firewall type, the entity ceases to be subject to EU asset‑freeze measures. 

Accordingly, there is no longer an obligation to maintain the freeze on the entity’s 

assets or to refrain from making funds or economic resources available to it. This 

approach was also endorsed by the UK High Court, which observed, among other 

things, that payments to EuroChem AG – a firewall‑covered entity – would not be 

prohibited.52 

5.3. From guidance to practice: how firewalls are assessed by regulators 

The corporate safeguards adopted by EuroChem Group AG offer a clear example of a 

successful operator-initiated firewall, meeting the key criteria set out in the Firewall 

Guidance. As found by the UK High Court, EuroChem implemented structural 

safeguards to remove the influence of Mr and Mrs Melnichenko, including signed 

commitments by Board members and senior executives at all levels within Switzerland 

and the EU. EuroChem also engaged Advolis, an external auditor, which carried out 

independent audits across EuroChem Group AG and its EU subsidiaries and issued a 

series of audit reports confirming compliance with the EU sanctions regime.  

Furthermore, EuroChem Group AG adopted robust internal compliance policies, 

mandating that all subsidiaries adhere to applicable sanctions rules. This internal 

compliance layer, together with structural, documentary, and audit-based safeguards, 

illustrates a multi-layered firewall aligned with the Commission’s expectations, as set 

out in the Firewall Guidance.   

The decisions of the NCAs also reflect the kind of cross-border cooperation and 

regulatory convergence anticipated by the Firewall Guidance. A particularly clear 

example is the Dutch NCA’s determination that EuroChem Group AG and its key EU 

subsidiaries, including not only those in the Netherlands, but also the ones in Germany, 

France, and Belgium, were not subject to freezing measures under EU law, provided 

their activities fell within the scope of Dutch jurisdiction. Furthermore, as Mr Justice 

Bright noted, even where no formal conclusion was reached (as in the case of the 

Italian NCA), this was likely due to deference to the Swiss regulator, further underlining 

 
50 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 495. This 
was not the case for EuroChem’s Russian and non-EU subsidiaries, which Mr. Justice Bright found not to be covered 
by the firewall. 
51 Firewall Guidance, p. 5. 
52 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), para. 495, point 
11.  
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the importance of mutual cooperation and recognition among NCAs in complex, cross-

border cases. 

5.4. The Limits of Cross-Jurisdictional Influence: Why EU Regulators Must Decide 

Independently 

While the UK High Court’s judgment in EuroChem has attracted attention in the context 

of sanctions compliance, it is not dispositive under EU law. EU sanctions are 

implemented through a decentralised enforcement model: responsibility for applying 

the asset freeze rules of Regulation 269 and for assessing ownership or control in that 

context is delegated to NCAs in each Member State. These authorities are empowered 

to make factual determinations on whether a DP controls a non-listed entity, and their 

decisions govern the application of freezing measures within their jurisdiction.  

This principle has been confirmed several times by the Commission; among other 

things, in two Opinions published in 2020 and 2021, which state unequivocally that 

NCAs – not the Commission – are competent to determine control, taking into account 

all relevant circumstances.53 The General Court has likewise held that questions of 

ownership and control fall to NCAs when deciding whether to freeze a company’s 

funds and economic resources.54 Ultimately, EU law is interpreted by the Court of 

Justice of the EU, while assessments on ownership and control are made by NCAs. 

Compliance obligations fall upon EU operators, based on those regulatory 

determinations. The UK High Court judgment, therefore, cannot replace the 

independent assessment required under EU law. 

Notably, the UK High Court itself recognised this framework. As noted above, this court 

held that the decisions of NCAs are dispositive for the determination of ownership and 

control issues under EU asset freeze rules, as well as for the assessment of the 

adequacy of firewall measures.55 Accordingly, the court largely based its reasoning on 

determinations by NCAs in France, the Netherlands, Cyprus, and Switzerland, which 

had examined EuroChem’s firewall arrangements and concluded that they met the 

 
53 Commission Opinion of 19.6.2020 on Article 2 of Regulation 269 (territorial integrity, sovereignty and 
independence of Ukraine), notably on “control” and on services and labour as “economic resources”, C(2020) 4117 
final, p. 3-4 (available at: https://finance.ec.europa.eu/publications/opinion-individual-financial-sanctions-control-
and-services-and-labour-economic-resources_en); Commission Opinion of 8.6.2021 on Article 2(2) of Regulation 
269 (territorial integrity, sovereignty and independence of Ukraine), notably on “control” and on “making funds or 
economic resources available”, C(2021) 4223 final, p. 3-4 (available at: 
https://finance.ec.europa.eu/publications/opinion-individual-financial-sanctions-control-and-making-funds-or-
economic-resources-available_en).  
54 General Court, Order of the President of the First Chamber of 30 August 2024 in case T‑1114/23, Melnichenko v 
Council, EU:T:2024:599, para. 26; General Court, Order of 21 October 2024 in case T-1111/23, EuroChem Group v 
Council, EU:T:2024:751; para. 56.  
55 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), paras 310 and 
313; see also para. 352.  

https://finance.ec.europa.eu/publications/opinion-individual-financial-sanctions-control-and-services-and-labour-economic-resources_en
https://finance.ec.europa.eu/publications/opinion-individual-financial-sanctions-control-and-services-and-labour-economic-resources_en
https://finance.ec.europa.eu/publications/opinion-individual-financial-sanctions-control-and-making-funds-or-economic-resources-available_en
https://finance.ec.europa.eu/publications/opinion-individual-financial-sanctions-control-and-making-funds-or-economic-resources-available_en
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required standards.56 This mutual respect underscores the practical importance of 

cross-border regulatory dialogue, but it does not alter the legal position: EU regulators 

must make their own determinations to ensure compliance with EU sanctions law. 

6. Conclusion 

The operator-initiated firewall has become an essential compliance tool within the EU 

sanctions framework. By allowing non-listed entities to rebut the presumption of 

control, firewalls serve a dual function: they uphold the integrity of EU restrictive 

measures while safeguarding legitimate business operations, particularly in critical 

sectors. Their use is encouraged under EU guidance as a means to ensure that 

sanctions remain targeted, proportionate, and enforceable. 

EU regulators remain responsible for making their own assessments of ownership, 

control, and the adequacy of firewall measures, in line with the Commission’s guidance 

and the case law of the EU courts. The UK High Court judgment, however, combined 

with the recognition by multiple NCAs, highlights the EuroChem firewall as a clear and 

credible model of best practice. That court correctly explained, with reference to the 

firewall arrangements implemented by the company, why Mr Melnichenko does not 

have control over EuroChem Group AG. As other companies navigate similar 

challenges, the EuroChem case provides a valuable blueprint for how to structure, 

document, and validate effective firewall arrangements. 

 

* * * 
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The CELIS Institute is an independent non-profit, non-partisan research enterprise dedicated to promoting better 

regulation of foreign investments in the context of security, public order, and competitiveness. It produces expert 

analysis and fosters a continuous trusting dialogue between policymakers, the investment community, and 

academics. The CELIS Institute is the leading forum for studying and debating investment screening policy.  

The CELIS Institute enjoys the status of charitable enterprise under German law.  
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56 LLC EuroChem North-West-2 and anr v. Société Générale S.A. and ors [2025] EWHC 1938 (Comm), paras 312 – 
347.  
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